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Security Increasingly Important for Smart World k.

Flash Memory Summit

40% Technology

15 loT Attacks
(7p]
& by Industr 29% Manufacturin
kS y y 2% g
= Increase in loT attacks 25% Retail & Wholesale
@ 0.7 In 6 months
) 5% Healthcare
Increase in DDOS attacks F
H2 2020 H1 2021 . 2021 < 1% Other ...

Source: Kaspersky, Zscaler

Complex and Untrusted Supply Chain

Chip Maker Foundry OSAT Distributor ODM-OEM CM (EMS) Merchant End
Customer
Design Manufacture Package Provision Design Assemble Provision Operate

]

: =y O' :
A\
Eﬂ o A ==

Reverse Eng. Overproduction Gray Market Counterfeits Trojans/Clones Tampered Dev. Hacks/Malware DDoS Attacks

/o
2 | ©2022 Flash Memory Summit. All Rights Reserved. Source: GSA TIES, Tom Katsioulas YEARS OF
INNOVATION



Automotive is Part of the Internet of Things m
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More Chips = Growing Number of Attack Surfaces

M
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Fifteen of the most hackable and exposed attack
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Source: Infopulse, How to Ensure Automotive Cybersecurity in the Next-Gen Vehicles
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Security Required for Many Automotive Domains m
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DOMAINS

1101001 Security is a vital requirement
%8 U for many automotive domains
@
Attacks on any of these
domains can cause functional

safety concerns

SECUR”Y

Attackers finding their way
into one domain use it as a
steppingstone into others
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Unfair Advantage of the Attacker k.
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Software Security F
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What Leakage Needs to Be Fixed First? k.
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Root of Trust
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Device authentication
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Data integrity
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Data confidentiality
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