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Faculty from 9 Universities + Industry & Foundation Stakeholders 

1. World-class Research: Advancing the Science of Blockchains

2. Future-proofing Blockchains: Collaborating with IC3 Sponsors & the 
Community  

3. Informing Public Policy Makers:  Blockchain Limitations & Possibilities
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IC3 Research: Driven by Grand Challenges



• Incentives (Dis-incentives), Cryptoeconomic Guarantees, Layer 1 and Layer  
2 Solutions (e.g., Multi-party Computation 2.0)

• MEV Detection & Estimation & Mitigation/Prevention, Front/back-running, 
Transaction Editing/Censorship, etc.  Is Fair Ordering Possible?

• Composing NEW & Reliable Financial Instruments: NFTs Drops, 
Fractionalizable NFT’s, Multi-Party Flash Loans…

• Security and Decentralized Identity Solutions

IC3 DeFi Research Thrusts 



•2014 exposé on high-frequency 
trading
•HFT characteristics:
• Arbitrage bots / algorithms 
• Front-running
• Big investment in low latency, i.e., 
speed

• Flurry of investigation and fines after 
Lewis book (FBI, SEC, etc.)
•Pros / cons of HFT heavily debated
• Strong case HFT is bad for 
consumers



Blockchains:
This time it’s different…

• Bitcoin born amid 2008 financial 
meltdown
• “A purely peer-to-peer version 

of electronic cash”
• Blockchain Revolution, 2017: 

“[Blockchains] can help build 
integrity into all our institutions 
and create a more secure and 
trustworthy world.”



Byzantine Agreement

Goal: Set of nodes agree on a single message



Validity (Byzantine Agreement)

CONSISTENCY: Nodes agree 
on the transaction order 
(NO guarantee the order is fair.

Order can be altered.)

LIVENESS:  Transactions are 
added promptly, and hope-
fully in order of their 
arrival.
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Multi-Round Byzantine Agreement (Consensus)
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Multi-Round Byzantine Agreement (Consensus)



Blockchains

•Validator (e.g., 
Miner/Staker) can 
choose transaction 
order!!

Tx 2
Tx 3
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choose transaction 
order!
•Often based on fee 
amount ($ for 
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Blockchains

•Validator (e.g., Miner or 
Staker) can choose 
transaction order!
•Often based on fee 
amount ($ for 
miner/staker)
•Dirty little secret:  
ephemeral centralization
• So what?

Tx 2
Tx 3 $$$
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Alice Bob’s Bubble Tokens (BBT)

Alice wants to buy a Bubble Token (BBT)



She submits a buy order to blockchain (exchange)

Blockchain System

Buy 1 BBT for $1



But suppose Alice makes a typo…

Buy 1 BBT for $10

Blockchain System



Buy 1 BBT for $10

Blockchain System

Buy 1 BBT for $10



Buy 1 BBT for 10 ETH

Oops!
Blockchain System

Buy 1 BBT for $10



Fee: $

Cancel!

Sell 1 BBT!

Fee: $$$

Buy 1 BBT for $10Front-running in action

Blockchain System



Front-running in action

Blockchain System

Fee: $

Cancel!

Sell 1 BBT! ✘
Fee: $$$

$10Buy 1 BBT for $10

tx1

tx2



Front-running in action

DEX Contract

Bot:
Alice:

Ethereum network

Gas price: 20 (GWei)

Cancel!

Gas price: 30 (GWei)

Take!

10 ETH
1 BBT✘

Block

Intuition: Bot pays high 
fee to miner to front-run 
Alice!



Alice isn’t alone!

Source: etherscan.io comments, 0x67d1f31eeEF182cFB40c0719A8c0000fA7DDCAA9



Alice isn’t alone!
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Alice isn’t alone!



There are many, many more of 
these…we found thousands of 
instances.



arbitrage bots detected the incoming transactions, leading to the transactions being front-run 
by these bots with profits of $135,229.  We have since been in contact with the owners of 
these bots and are working with them to return the amounts to the rightful owners in 
exchange for a bug bounty.”

“Our team [Bancor] initiated a white-hat attack using that same vulnerability in order to 
migrate $455,349 of funds at risk to a safe wallet.  Alongside our white-hat activity, two more



Take-aways
• Validity forgotten in consensus
• Blockchains’ dirty little secret:         

Transaction ordering temporarily 
centralized
• Unfair transaction ordering hurts 

users and systems
• Key questions:
• How bad is the problem?
• What, formally, is fair transaction 

ordering?
• How to achieve fair transaction 

ordering?



• Incentives (Dis-incentives), Cryptoeconomic Guarantees, Layer 1 and Layer  
2 Solutions (e.g., Multi-party Computation 2.0)

• MEV Detection & Estimation & Prevention, Front/back-running, Transaction 
Editing/Censorship, etc.  Is Fair Ordering Possible?

• Composing NEW & Reliable Financial Instruments: NFTs Drops, 
Fractionalizable NFT’s, Multi-Party Flash Loans…

• Security and Decentralized Identity Solutions

IC3 DeFi Research Thrusts 



NFT Research – “Code is Law!” (really?)   



Join Us!

For more info, please www.initc3.org

For inquiries, please email the IC3 directors through ic3-directors@cornell.edu

http://www.initc3.org
mailto:ic3-directors-l@cornell.edu

